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30 Minutes 

IMHO: there is 

a mistake. 

Do you see it? 
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1. Who are we? 
University of Murcia 
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ÅMedium/Large University in Spain 

ï116 degrees 

ï36.000 students 

ï4.000 workers (PAS and PDI) 

Å International Excellence Campus for Higher Education and 

Research 

 

 

Å Strong technological vocation 

www.um.es 



University of Murcia + Santander Universities = USC International Observatory 

1. Who are we? 
ÁTICA 
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Å Information Technology Area of the University of Murcia 

ïAround 200 qualified technicians 

ïAbove 150 applications developed 

ïManage, develop and maintain all 

technical services of the university 

ïSupport all university community 
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Å ACCV. Agencia Valenciana de Certificación 

Å Acuamed. Aguas de las Cuencas Mediterráneas 

Å Asamblea Regional de Murcia 

Å City hall of Caravaca 

Å City hall of Cieza 

Å City hall of Lorca 

Å City hall of Mazarrón 

Å City hall of Murcia 

Å CARM. Government of Murcia 

Å Comunidad de Regantes del Campo de Cartagena 

Å Consejo Económico y Social de la Región de Murcia 

Å CGAE. Consejo General de la Abogacía  

Å CRUE. Conferencia de Rectores de las Universidades Españolas 

Å FFRM. Federación de Futbol de la Región de Murcia 

Å Fundación Integra 

Å ICREF. Instituto de Crédito y Finanzas de la Región de Murcia 

Å INFO. Instituto de Fomento de la Región de Murcia 

Å Puertos del Estado 

Å SMS. Servicio Murciano de Salud 

Å TABIMED. Tasaciones de bienes del Mediterráneo 

Å Telefónica 

Å University of Barcelona 

Å University of  Granada 

Å University of Santiago de Compostela 

Å University of Jaume I 

Å é 

1. Who are we? 

Å Integration of our solutions: 

ï Electronic Invoice 

ï Certified scanning 

ï Portafirmas 

ï é 

Å Custom developments 

ï e-Governemnt Workflow 

ï Official Websites 

ï Process optimization 

ï é 

Å Last 5 years: ~100 projects 

for ~50 customers. 

External developments 
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Some references in e-Goverment projects :  
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1. Who are we? 

Å e-Government Group 

ï10 people 

ïSupport, Engineers, Legal, Mover 

ïPublic/private employees 

Å Develop for production 

ïAgile development 

ïPilots to services ASAP 

 

Traveller, there is no path: paths are made by walking 
(Antonio Machado ï Cantares) 

e-Government Group 

10 



University of Murcia + Santander Universities = USC International Observatory 

2. A long time agoé 
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2. A long time agoé 

Å First smartcard on 1997 

ïPayment (WG10): Vending, Cash, ATM and more 

ïAccess Control: TICA/Kron 

ïComputer access: GINA 

ïVirtual Kiosk 

ÅOur first steps (on Signature): 

ï1999: Our own PKI 

ï2003: A few pilots (Electronic invoice, PocketPC) 

 

What we had: Identity & some pilots 

 

 

éin a Galaxy far, far away 
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2. A long time agoé 

Å Act on Electronic signature 59/2003 

ÅWhat it offers 

ïAuthentication, Signature & Certificate Authorities 

ÅWhat signature allows 

ïe-Government 

ÅWhat e-Government gives 

ïFaster process, Reduce costs, etc. 

 

What we did: Have added a certificate (2KB to 8KB) 

 

From smartcard to signature 
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3. e-Government Group 
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3. e-Government Group 

Å The card is the key 

ïEnforce certificate on card 

ïSignature mandatory (Board of directors support!) 

Å 2005: Some production applications/services 

ïUMU-Crypto (Windows) 

ÅPKCS#11 and software cryptography 

ï firmador.um.es 

ÅWeb application for single-document signing (pdf/xml) 

ïPortafirmas (1.0) 

ÅApplications/Users send documents to be signed 

 

Adolescence 
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3. e-Government Group 

Å Act on Citizens' Electronic Access to Public Services 11/2007 

ïServices are a must! 

Å So we created 

ïA bunch of services & applications 

Å And focused on: 

ïWindows, Linux, OSX 

ïInternal management 

ÅStudents 

ÅPAS/PDI (Staff) 

Madurity 
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3. e-Government Group 

ï150.000 Signatures/month 

Å100.000 of them made from card 

ï180.000 Validations/month 

ï+10.000 Signed documents/month 

ïAnd growing! 

 

Statistics 
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4. Services and Applications at 

University of Murcia 
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4. Services and Applications @ UMU 

Å Sede Electrónica de la Universidad de Murcia sede.um.es 

ïPoint of entry for citizen/user services 

ïElectronic registry (Application forms) 

Official Electronic Website 
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4. Services and Applications @ UMU 
ELECTRA 
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4. Services and Applications @ UMU 
Portafirmas 
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Å Verify signature 
Å Add timestamp 
Å Extend to XAdES-XL 
Å Certified copies 
Å Batch signning 

Other applications 

Web + Java Applet 

Mobile + PKCS#12 

ñPortafirmas de Documentos Electrónicosñ 

is an electronic signature tool for electronic 

documents, this tool allows users to sign, in 

a single step, all outstanding documents, 

manage them and print certified copies. 

 


